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Abstract: The blockchain security plays an important role in the research of a blockchain technology. At
present, blockchain security incidents occur frequently, proving that the vigilance to security threats is
necessary. Firstly, a brief description of the blockchain is given. Then, the security threats on blockchains
in algorithms, consensus mechanisms, smart contracts, user usage, and network security are analyzed, and
the security problems of cross—chain technology, including notary mechanism, hash time locking and side
chain/relay chain are demonstrated. Afterwards, the security problems caused by the characteristics of
blockchain itself are also explained. The application of the blockchain techchnology in the security field is
described. Furthermore, two kinds of blockchain privacy threats are proposed. Finally, the corresponding
countermeasures and future research directions for security threats in all aspects of blockchains are put
forward.
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