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Blockchain-based access control mechanism in edge computing
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Abstract: In order to solve the problems of establishing trust relationship, ensuring privacy and single point of failure of the

central framework in edge computing, a blockchain-based access control scheme is proposed. Using smart contracts of the
blockchain, access rights are managed and data is audited. Relying on the decentralized and immutable nature of the blockchain,
single point of failure and node trust problems are resolved. To ensure data privacy, data uploaded to third-party servers is

encrypted with the AES-128 algorithm, and the decryption keys are shared through the SGX technology to build a security

program. Performance analysis shows that the solution meets the scalability requirements and can perform large data sharing.
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