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Abstract: In order to solve the problems of data tampering or leakage in the storage and
sharing of electronic contracts, an electronic contract sharing scheme based on blockchain is
proposed. First, a proxy smart contract is constructed by combining the contract with the

proxy re-encryption to replace the traditional proxy, and the secure sharing of electronic
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contract is decentralized. Inter planetary file system (IPFS) is then used to store the
ciphertext of electronic contract, and the electronic contract index address is stored in the
blockchain, which effectively alleviates the storage pressure of the blockchain. Finally, the
security performance of the proposed scheme is analyzed.

Keywords: electronic contract, blockchain, smart contract, proxy re-encryption, inter
planetary file system (IPFS)
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Figure 1 Blockchain structure
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Figure 2 Scheme model
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Input: ID, hash, TimeStamp

Output: contract details
while the arguments input are correct do
ContractInfoJsonBytes, err: = dataProcessing(args)
if err != nil then
return shim.Error(err, Error())
else
err = stub.PutState(ContractInfoJsonBytes)
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return contract details on-chain
end

end
2.3.2 EHEHEEY
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Jri» 383 I H Fabric T1H) GetState J7vE KA ok BCECE , AL AR ERTIR, nik el
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Input: ID

Output: query results

if the arguments input are correct then
Avalbytes|lstub.GetState(ID)
return query results

else
return an error message

end
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Input: attribute information
Output: authorization results
while
err{lcid. Assert AttributeValue(stub.”Att.init”, "ture”)
do
if attributes meet the requirement then
return the authorization results
else
deny the authorization
end

end
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ka4 MEEIE
Input: rk,_,, Kcph
Output: Reph

while the arguments input are correct do

Getparams: — args|0]
Recph, err: = ReEncrypt(stub, Getparams)
if err != nil then
return shim.Error(err, Error())
else
return shim.success(Reph)
end
end
2.3.5 BEEESY
F 4550 13RI ) 7 R AR BE ), wl Sl R D e oK % e s T A R B D FH
AR BE I A TR], U RE S LB LT GetState J7 VAR ARIUHL 14 [ /F T X HedE | hash
i, HVimE ALK T A hash (EREATRIEL, f5 5 IR 0125 Vs 10 & 250 45 R . A an 5
%5 PiR.
Bk 5 25
Input: ID, uploadHash
Output: False or Varified
while the arguments input are correct do
uploadHash: = args|0]
queryHash, err: = GetState(ID)
if err != nil then
return shim.Error(err, Error())
else if uploadHash != queryhash then
return False
else
return Varified
end

end
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Figure 3 Smart contract execution time
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Figure 4 Transaction speed
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Figure 5 Transactions per second
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