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Abstract Aiming at the problem that the user's private key is difficult to retrieve once lost due to the lack of a
recovery mechanism in the blockchain, a multi-factor blockchain private key protection scheme based on passwords,
secret questions and fingerprints is proposed. The scheme does not require users to store additional information and
can be implemented completely online, and adopts an anti-forgetting factor access strategy. During the registration
phase, users need to provide all factor information (including password, secret question and fingerprint) and
blockchain private key, and use a secret sharing scheme to assign a secret share to a group of servers. In the recovery
phase, users only need to provide some factors and send recovery applications to multiple servers to obtain the
information of their secret shares and reconstruct the private key of the blockchain. Experimental results and heuristic
security analysis show that the computing cost of both client and server in this scheme is in milliseconds, and it can
resist known attacks and provide better security by supporting multiple factors.
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Table 1 Common notations

Notation Explanation
U User
N Server
sk Blockchain private key
pw Password
Py/a Secret questions/answers
w Biometric Information Template
P,/R Public helper string/secret random
wizw string extracted from w
G Finite cyclic groups with prime
order p
z, {0, 1,...,p-1}
01y A collection of strings with
’ arbitrary length
A collection of strings with /-bit
L
01} length

A hash function which can map
strings of arbitrary length to /-bit
strings

H,:{0,1}" - {0,1}

A hash function which can map

H,:{0,1} - G strings of arbitrary length to group
elements in G
Fuzzy extraction generation
Gen()/Rep() algorithm/regeneration algorithm
ShamirGen() Shamir secret sharing generation
/ShamirRec() algorithm/regeneration algorithm

1l Splice operation
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Table 3 Performance comparison between ours work and

typical studies

Zhu Jarecki Canetti

Stage Zm & gne  Ours

client >5 0.153 0.118 0.300

Time cost of

Registration /s
& server >5 0 —

0

client >5 0.341 0.120 0.473

Time cost of
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Recovery /s server >5 0.161 — 0.160

client >10 0.494 0.238 0.773

Total /s

server >10 0.161 — 0.160
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