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Abstract: Blockchain is a distributed ledger technology with multi-party consensus, traceability and tamper-proof,
which provides a broad application prospect for constructing efficient, trusted and secure data sharing mechanism
and optimizing business processes. However, when blockchain is in the rapid development stage of a hundred flow-
ers blossoming, how to realize cross-chain interaction of information and cross-chain transfer of value has become
an urgent problem to be solved in the process of blockchain extension to depth. Firstly, based on the review of the
existing research results, the concept of blockchain interoperability was proposed, and it was divided into five as-
pects: inter-chain interoperability, inter-layer interoperability, inter-fork interoperability, inter-slice interoperability
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and interoperability between on-chain and off-chain. Secondly, by sorting out the evolution and implementation of
cross-chain operation of blockchain, and referring to the TCP/IP architecture, a cross-chain operation model was
designed, and the main implementation steps were functionally described. Thirdly, in view of the current research
status of cross-chain operation, four key technologies of cross-chain operation, including notary mechanism, side
chain/relay, hash lock and distributed private key control, were selected for analysis. Then, combined with the tech-
nical characteristics and application scenarios, the application demonstration was highlighted, some typical
cross-chain application projects were introduced, and the security of blockchain cross-chain operation was analyzed.
Finally, the future development trend of blockchain interoperability and cross-chain technology was summarized

and explored.
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Fig.1 Schematic diagram of generalized blockchain
interoperability
Bl ) XX SRR

1.2 DXHRBE T AR 5 J B S B

FRAEIE 1, XF X Heg B4R 3 20 KBy
5 A J7 TS

(1) SR ELERAE o BE ) B ARAE R BSR4 AF
HAKSETE A3 2 A X B 22 (6] 3 3 3 v 0 7 19
P A EER . SERALEI L IE B s AN (a5
P BIRE Ty o S W) B R od i M i S e ) m] i
TH YRS FERAR S, AN 5 B Fl AR [7) o A
PETE B ARV ANE SCH AR EVE R B BE PR . 115
DXHLGEN ] [ SNSE AR 2, RN A REMEE T, B
TEEAR 2 s B e W I st ok
Tﬂﬁﬁﬁ%@%ﬁmm@,U*ﬂF¥Aiﬁ%
RE; FIXSHRRBEN T, e aE g A 3 B 0w 1) AR Y
Al IR, FTRICHR 3 Ta) [~y RO BE 4R, SaBE SRk
[i] A EL IR L3

(2) BRI EEAE, 20 B HRAE 3 S bt
N (428 App ) 5IR2 X Bk 2 [a] {5 B A2 AN
B, URIRIRIZ X BREER S INIE . o kik . &
2 . R EAWSEIRSTRE T o 2 M B AR
T ETFRZE RS DS, TR B IX PepE i i




4 Journal of Frontiers of Computer Science and Technology T BB #EE5HEER

0 ) L SRR R A ISy, AT LR AR
Dy FH 38 o 2 R e 2 A X e IR 5 Thig . iR
A REAR TR 2 X HBE R IR 55 B8 T, oA )2 R AL
Jir T B R AT R, IR R E R
PR, XRS5 75 2 R H R AL T T 245 26
ifeEn, medEn . 80 KERED . R
SR A

(3) - X HAAE, 73030 (fork ) & X HE R
GeAr iz Ay i # v PR AR AL ) sl Bl ORI ) e e
PR SOR A — 5k FURAE ) — 2 RIS
Horr, BETRR [ S RATL ] 7 A 1) 0 SO R A s 1
S, H R MR G A R TAER RN i
PRIl B 43 S TR) RO T DLUOR Y RS M GHOST
( Greedy Heaviest Observed Subtree ) P At BRIl H
A3 X B B 2 PRSI 5 7= A 9 0 S — R
TRAMEG X, K iR R R ST TP A [R HRHLE T 1Y
FHW SRS . TCIe A Il i 73 SXOA f2 K A 433,
B2 AR — M 0 BE , BE S5 M5 2Lt
IR RWAC ., i O AR ST, e B3 o fE (]
FEALH, FimEr LBy P, i R E
WS —BORE . XN TFAAERK A, ANFS
N [a] B4R E T 3 R A B 8] i) ELARRAE B

(4) e, 707 (sharding ) JZiid X}
XHEEHATY 25 N PR = 58 ) Ak i . BRAIRAE &) 4
R R R RO 8, ARSI
ANF, XEE R AW R a0 . kR
o SRR, ISR v ol st oy b Bk
FEA X P R 28 R8I 55 28 53 A~ 1 M
AL T[] - X 2% w35 a5 22 1) 47 53 Ak FEAS D) 4% Y
WIS, FFRAE AR APIRES . X R EFM
R —N0 Ao AR s ab B 55, Didg
Th X L s R Bk FIRRe . KB A s, [
— 4l AR R T A =2 8 DL KO R A R 22 )RR
TR B A H, A (Al BIRVER R 25 R R M5
BAZHBE S . Mo )R, TedttTis e i 22 i,
AN Z A E AT, A BESE o AR
(I I S 1 B3 2= Wl A T B 0 VAR i N 1% s e S AT

A AR EME R SE M 2 S o TAE S 2P 7 K
T, WRE S AR W EAEA R 2 B 3L
17, LR IE T FTAE ST i 5380 e e 2
A TR B, A REHRORIAT S5 1 5E . JI5h,
LUK PoW ( proof of work, TAERUERA ) [1)
PoS (proof of stock, F#iiEM ) A5, A
ARy 1 45 F 4% main chain )1 100 /43 - #%( shard
chain), i hER . WAE LG AFEDIRTT
TR aE b VRN E S FaEny 48, BRESRYE
WUk SURPIRAS AN, TG B ER S e SRR IR
Bl A R R Z B LA KAy i 5 B R 2 Rl 258
HAGE, DGRBS REWAIFia1T. ©f, 7EX
e 4 1) 45 3% B 1) B A FER0 R 25 43 (8] ) 4 Bk
( Internet of Things, IoT ) #EfHdFEH, ZEHIRL
BRI R RO, ik, SCHER[10]42 40
T T A K Sl Y B A R A R
B (reputation-driven dynamic node security sharding
consensus model, RDSCM), iz A3 1 A [\] i) 77
MG, T TR T SR AU 3 R A
B, G EOAIE T o Ay aTRENE, R T X Bk
S EaN =

(5) 8 BAE PO #E. & DEET BHERIEIX
Pk R4 55k N R Z AT E B A 1) BE
Tio BE BHE N HARVELE A4 X Bt 25 e Ay 115
REAY I, AR T X PEEny SRR, JFsLEl
Tk L aE RS . AT E A A
— T, AL LS WIER s, FTEAEE.
LML TR, J)—Jm, A XY S
FR s R, RESE A T 2AE 2T
SERUE PG A RSS2 L 55 R GE . TREE LAE T
AR, FENBIRME . AL ST
TRBAE A (EVE, T 25 B A % | @B |
AEIHE . B s T BOW B AL T IR 3
T3 AP T R X R A e 1) W A RN A U

RAE T XA [ A B B R SR A oY, 3R 2
MEEEE ] (IR I X REEICER AR ), R E
SRS 350 3 AN AT 176 H T .

Table 1 Comparative analysis of different types of interoperation
R 1 AFREERIEZ K T
HRARA LB WFTE A, INAjiE77
fik ) B PRAT e Aby i 2 [ He AR i A5 Hhis Hdl pyml 5 RS [ IX R 22 i) B 58 H.




P DARMERT ] R R U RS bk BRI A SRR X BRBE 2 AT 22 1

fift R DA B 1 7 SR 2 (] (952

P ESEEPR A
J2 6] LA [ Ay s A i 2 (]
oy CH AR [FItsE (Jtpst 5o JLRER . BB SR GAE
XEE) ZIH]
Jr A A [FfEE ( F5ES 0 oy FodES EBER R P le]  Hs e

HELL ARy P )
=

B JERE

ik EHE 5 0 FBERL SO R g3 o 2 18]
f2C

HEEEE T IEME XIESEET RS BRMEIE S Z e AR X RS EE T LS R A
Z [H] ot ReRES s

A SCAE WM T IX Bk B R o B LR 2
X EERN L, OB RE A 2 A U X Hedi B 454
PR DL S IS 55 % 2 (Al 3 B R A% O FOC B,
I, AR SCUUBSHERRAE A AL, [RIE 45 A HA 0 T 4
YERL, 8 X Pk 2 [ (B B A S A T,
Ko
2 PSHEREEA
2.1 ESHERIERN A SRR

BAR G IR W —FF DX e () i 5 K 2 Bl
BN KR, WGP — R I A T
AR RN 7 R Y

2012 4F, Ripple ( Fi i ) LW ER D T
InterLedger X2, Z MR —ERES L
AN IR AR 22 1) 2 S P e FH DX B (0L, P Tk
AN TR X Hedi 22 48 2 8] A T B TR,

2013 4£ 5 A, Thomas Nolan Z&: T [LEF T 2442
BT X Bt R 15 %% (atomic transfers ) 13153,
HIr i Fe A8 (hashlock ) $iAK, 7EECEEM
RGN HADE AT T X Pk R G Lam s B A,
PRI A IS A E R R (preimage ) 1R il & 1%
JAZ TR S5, M sE BB SE R E R Rk, R
TEERBFRA IR T2 (atomic swap ) B I 5k
A4 (atomic cross-chain swap ) U4, Big#fE2 Y
J7 AR E R AT, AR — 5 ASBEE TS MR
o JFRMAEEALE =S S5MENT, AR
AU X P 5% 7 1Y a5 R RS B AL T B IS N
FOARPRBE

2014 4F 10 A, Adam Back % APHEH THA
A MIBE ( pegged sidechains ) [IMEE, FFSLH Hb A4S
T LA R AR A T 2 (8] X BB 58 7= i 5 s 5
R BF AR FH P A B AR T 2R 48 6 it L 38 ok i R
FERFINE R RS, PSR RS
ZIE WA RAE . X EaERYL, BARE. sk

[ AT DASEAT 5% 7 B9 AH T A48, R e HAG ST
PR, Y00 EESZ 202 4 R AN 23 52 e B F2 4% 1Y IE R
BT MEE R O 4 & BRCA B AT 3 I 0 B B B
AR o MPEEFAR B EERE W MAA (two-way peg ),
T LT — e X Hedik 2z [ 347 5% 7 % % 1Y
a1 = P P dS O S W S L 2N

( symmetric two-way peg ) F1EXT FR 20X m) 2 A

(‘asymmetric two-way peg ) MiFh 5=, HH, Fj—
b7 AN T2 8 20055 DL K S ) i A% i AIL i 2 AR [H]
By, Ja—A 0y b FEERHE N EE RS, miEE
FIE 08 0 18 3200 f4) R 285 01 58 N 3= 85 H2 0031 79 %5 i
A JIE

2015 4E 2 H , Joseph Poon %5 A\ 'OI7E % A A Ha,
M2 (lightning network ) [ 15rh3EF ks R4
Pl THE T Z A, B ARM AL 5 @ 3 e A
i ( micropayment channels ) FJ%% %1%, Hr{E7E X
BEAN (HET ) #HATEAL . AF R —Fh A TE X EE N
ERH IS REERAEALE], 6% P S S BORTERCR R 4R
BTG IECR . 2017 45 11 H, SEFINH M4 4k
TR, B T R 53EA M (Litecoin
8 LTC) ZIAM R385 o INHL M %O
$& HTLC ( hashed timelock contract, M7 A8 E &
2J). RSMC ( recoverable sequence maturity contract,
AR AT S &2 ) A AHEE .

2016 4F 5 7, SEE IR X PEEER A H
ConsenSys /& T BTC Relay!'"!, i Hiki#E
RS Usn) ek h &2 48, BISEH ETH 5 BTC 2
] 5 554 . BTC Relay iR SEHILEE T BTC
X 5 B ETH Hae 54068, KL fgisir T
AR Ge & AFEATESLE 2501
LN R % 2 IIIE BTC 225 o

2016 4F 6 1, Jae Kwon % NS T 3R
[F) 5 A X Bk I 2% 2 A5 50 B 45 AR A IX B T
ZRZERE Cosmos, HAEIEE N —A X Yk 75



6 Journal of Frontiers of Computer Science and Technology T BB #EE5HEER

%4, Cosmos % L5 HIRMAEL S (hub)
X (zones) HY#E:E, HrhfEIX iztr & nyFE L
KE %5 45 ( byzantine fault tolerance , BFT ) 5 ¥k
Tendermint, 47X 7EFARE X REE G, HEL
ar TN A 3 X Z A {5, AR 2t/ IBC( inter
blockchain communication, #E[EEE ) PR,

2016 4 11 H, Gavin Wood 7E Polkadot H 573
I A 20T —Fh S b ZHEAR R A5, FZ ik
B OPATEERG A AL AL, HH RS AT X B
FER G SO TR A F b Web3.0 Z [ HIET
i, Hor, AR AREE ST AT DX 2K A
IS B[] X Bk 8] (9 15 B 28 4 F G 7 22 7 AR 1
5 FHIEC S . [HAY, Polkadot 4 h— 1@ {5 M,
S51&% HEMF ) TCP/IP BMYL—AFE, SE8 T A
X Pk 2 W5 BB AH B ag e, (B4R —FhaE bl (5
P, Polkadot 2R 7H L HYA B A EI ke
ATEIE

£ 2016 4F 11 &R LAIKRY 7 | ((sharding )
ROV AR SCR i DL RS IERALHI A PoW ( proof of
stock, TAERUER] ) 139E %] PoS (proof of stake,
W uE ) 5, DARPT 45 F0K B 4% ( main
chain ) Fl4;H#% (shard chain) ZHA%, HIP RIS
FEAMATE A L, o i R AP AR 5 A4 T
PG, B0 RS FaeZ R E B
oo SRR —FEE LT R, EiEa Ak 5 A
B iU SOR Bl HLPE BE

2017 4£ 1 H, Ede Eykholt % A\{E % fi i
{ RChain Architecture Documentation ) P47 A& S04
R T ARk . ATEAL. W HRAERI RS A
Mp S E PR RE R 55 19 X L5 R 55 F- 75 Rehain, %
BRTF—FETEAEIE . o IF1Ti1HE
R BlA T R | Casper TR 1 ALKGAIE |
=% RhLang 157 . RhoVM BIIFLEBIHE AR,
FESR X PR MY R . FRe G e
ABSIE AL 28 4 S 2855 BN 2 (] 2% . Rehain
i AL SE B ER N 4 44 %5 6] ( namespace ),
FERRNMr 44 28 (B I AT — a7 ) DX B R 2%
A[rl i 44 23 0] AT DA ELAE AR .

20174F 2 H ,Block Collider( Ji7 5 44 & Overline )
Ti1 H 22V 36 A ] 9 X B e A A e 7 — A
5 2 RPEE W s i XA, Horp, @il FIX

( financial information eXchange, 4 Rl{E B3 )
PR, 45 28 X B s Sk TR A5 A E A TR 5 AN 4E
—, AT X S R G RS A T UM AN g B, LA
P Z R EN B fn ki Overline T fLfk
Bitcoin ) “HIAHEEIGR” (nakamoto consensus), fif
AT PoD ( proof of distance, i Z5iEH ) HHALHI,
M T X HEE 2 1] i o R

2017 4 7 A, Matthew Spoke FlI Nuco Engi-
neering Team & T Aion P23, AN [A] X Hedd £
45 1 % B AL 5E A9 E P ORI R (2R
TCP/IP B Do Aion FIZ5 AR O — A% TR
B, ASTFIEE AR B, TR X s
EHIEE L RN AR, TR A [R] X Bt 2 6] 9 5
ERAERR ML T AR A2 BRI AILS] . 55T Aion P45,
AT DASEHUATAT S Aion FEZS 1Y X Hest A1 DL R B 2Z ]
MR AC e, IR At T 8R Y AU AL FREE T AN K
PIFEERS &, [FIR, Feu/F 3T AN ] B L A
Jr e B A B BORA R B

2017 4E 8 A, Joseph Poon ( I H M Z&AITE A )
i Vitalik Buterin ( ETH 145 A ) 2L [ $2 1 1 W] {45
HIETBE A 2 Plasmal?¥ | FLAL R —E & M H] X
gl B P2 HhaE T i 7 Z20UNESR , SR R B
LA, RIRARER R, RIIYEA 3 SRR /Y
XHEE, DIRSEIMXHEEY 2%, 20184F 1 H
Vitalik Buterin #2H} T MVP( minimal viable Plasma,
He/INAJAT Plasma ) B3, BRI —Fh T 5y 48
it Plasma MEEAZ 24FME; 2018 4F 1 H, Vitalik
Buterin 7& Plasma F£5ifi F Y42} T Plasma Cash%,
X} Plasma #£47 T #84r L B RE R Gt , Hidr, A
i Merkle BIACE: T HRUE Merkle B RAFAE 7S
AE[E] i ( non fungible QM55 ; A T f#H plasma cash
FRAR T AN BT 43 T B0 TRk AT /NE 3 5 ()
i, 2018 4F 6 H, Dan Robinson #£H T Plasma
Debitl?"!, ZEERE . 7] RS AT T 04 S35,
BHXE MVP w24 1] 5B T 45 I o5 0 A 28 44

( confirmation signature ) ¥ K AIAME, 2018 4F 6
H ', Ben Jones FlI Kelvin Fichter # i |~ More
VP(More Viable Plasma)l?®!, Bk T i\ 44 12
Ko LI AYSE, T Plasma 7EES5EH AR H 1Y &
B, WFSE N G AE Plasma HEZRFERE FHEH TR E L
HERRAS, AW G T & e .



2018 4F 5 H, —FhHT Omni Layer PHY (1%
PMMGEAT Bitcoin IXHR4E | ) 7E Bitcoin Cash( BCH )
X HEE SR RE A A PR UIYE. Wormhole i
thy, A B Rl 52 11 2 WHC( Wormhole Cash ),
Wormhole 7E A ZE BIAT Bitcoin Cash P 4 Hif
T, W S T S AR X P 2 ]
%) E B A% 77 22 . Wormhole I HE H Bt [R] e =2
¥ Terra. Solana. Ethereum. Binance Smart Chain.
Avalanche FI Polygon X [A] ) H X . Wormhole 1%
R&4rk Barth(MiEK). Tropos(¥Jiit). lonize(HLZ)F
Exophere(##)4 1~FrBL, MSZEL Wormhole #p
Omni Layer PRS2l 5 A IF & & #R 7T LA
RAPBEE LRI HialT,

2019 4% 8 /1, Li Dawei  A$ 1 T —FiE T £
HA A WEEEE RS0 AgentChainBY, iZ R G 38 5
YEFRML T I &, d@adaiE m Rk 3L 5
BAEE R W2 Foh s Z 4, P Al Lk
B MEE RGNS A, TPHR T HAAIA X
B L2 EEANL S ML, RE, TR
Sy T3] AgentChain, 38540 XL TIEX M0
285 - AgentChain 5 R ZHONA 1 IXHLBEEI H 37
HBEX YR G 2 BRI,

2020 4F 8 A, Aleksei Pupyshev % A$EH T —
Fib X Hed A AT ( blockchain-agnostic ) 1) 55 {5
FEE T F AP GravityB!, ZWMGE 1B M
KoL EEBEN IR P U BESEAIL T SC BLES BE4RAE, [R]
W, e A T & IR R G A RS E P2 4
PR, T EL IR T X 3 X B AR T AR

2021 4F 1 H, Rongjian Lan %5 A\$2H T —FpFE
THEBES AT 1Y TR 77 N — A o B A5
DX HLE R G R 3] o — A DX HE 3R 58 (A0 LA KR 57) 11
P HE R UMY HorizonB, 124 —FhES HEMHEML,
ML AVITESE St M, FE8E B9
FeBIMEE, VL RTEARIR Yl rpov e 55 A7 85 0l 4
UE, M SEEL T BFT X HuE S HoA X B 2 8] A9 B
#

2022 4 1 H , Martin Westerkamp F1 Maximilian
Diez JL[R#EH T4 — A 4E P4k U7 % Verilay?P, iZ 7
FAT EE R X P g uE s, R ICH
125 243 3k H s X HesE By —A L 4R B R o
LYHEATRAIE, FT DGR AE B A X B PoS BN A

PAAKY5 2.0, Cosmos. Polkadot %), 5 PoW %5+
AR L, Verilay HF5EHEAC X HesLH3B 5 BT LASE
RCRTERRAE, R T R gtk

2022 4E 5 A, Hei %5 A3 H—AFK K Practical
AgentChain®¥ [FSEERCH# R 40, R EULIE 1)
YU | BRI, LT AR
M2 [ MESHEAL S .

AR, BEAESRERAETR R MO ZGE , FEXT
BB 7 R I Rl Ay DX B 40 s F 5 9 — A
ML POS RIS . 3R 2 T SGE S s R SE AL
2 AT LG T B R A R P AR T i LR H R RN
N, Hor, FEiE g serh, BRILAYR) BTC il ETH
Gi, HABEST R B XS (IEAARE . B EE
PRV EE ); SCIHLH FZ ARG ML, A8
L MEE . Rk R B AR,

Table 2 Development history of cross-chain operation

R2 BERERRHE
G G2 &R S
InterLedger!!?! 2012 A X Bt SEEPMNL
atomic transfers!'?! 2013 BTC JeHAhE % s A B
pegged sidechains!™®l 2014  BTC R A% 1% s
lightning network['] 2015 BTC WA 7 E
BTC Relay'") 2016 ETH e
Cosmos!'*) 2016 B X ek TR PML
Polkadot!!” 2016 B X g
Sharding!?”! 2016 ETH Sy
Rchain'?'! 2017 1 2 X ek T AF PR
Overline* 2017 B X ik WAFPML
Aion*! 2017 B X g AR PML
Plasmal®¥ 2017 ETH ikt
MVPES] 2018 ETH Mkt
Plasma Cash!?®! 2018 ETH 4
Plasma Debit*7 2018 ETH it
More VP! 2018 ETH NileE
Wormhole!?”! 2018 BCH M LA BF1% LVig2A
AgentChainl*"! 2019 LA A R X ek PR
Gravity®!! 2020 ZAMEEXIE T E PR
Horizon!*?! 2021 BFT 5HAbX ekt e
Verilay®*! 2022 JLF PoS My X Bk rhigk
Practical AgentChainl®* 2022 B 1 8 X Bt WAEPMY

2.2 PEHERREROY

U TCP/IP R ZRE5H, F%F X HREE H AR RN
FHHR S, ASCHR AR 2 Frs IS Bt R R, i
HEEE R, B8N 4 M,

(1) FEAMLS, X HbE 25058 1 52 A W4



8 Journal of Frontiers of Computer Science and Technology T BB #EE5HEER

AFERR N, SCE0 5 A X s R g8 2 [\ 115 B A
o T ELFRMEMTE, XYEE LI
FE AR 00 I 5 A A N B4 ADLHRIE R R i
T 16 W 4 2 ) FBC AR 4 AT I A AR N 52 5 1Y
FEAML, i H R B AT B K IR 5 2 T8
BAFMYE, AR AT AR . T4
AEEN S, HESHEERREMXTE S, F7 LR % EA
[F] X Heiif Z IR BAR A 1) . 2 B0, Bl ets
KT MAETEM 2 0, T 250 i X X s 4544
A%, Mg —rtnitE. HAl, XREEEEEREA
Z R E . SDK ( software development kit,
Bt R THEAL) FUSRcds 3 Fhorbl, 3R 2 Frg
() 85 AR AR T 58— MR Im] B SR 754 E D SDKC,
HAE#4LL & BitXHubP™ | WeCross*45 14 3 #F
AR ST, LAk DAL X SR ATT 20, 7R
PSRRI T I, AW TR A S R
VE— M2k AR HRARLA] , it 28 5 R AR T BBy
1B E Y ST RERVE AT, 4B R E et
BEEEMN

DX e W5t
ODR0R0—~ZZ—0Rr0R0

A W W

\I'i%)\/x -
E e X
NPT B

3 5B H

Fig.2 Blockchain cross-chain operation model
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Fig.4 Hashed-locked cross-chain transaction flow
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