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Abstract: Amid the rampant counterfeiting and smuggling of pharmaceuticals, the lack of transparency in the traditional
pharmaceutical supply chain has led to a proliferation of illicit activities in the circulation of drugs. The emergence of
blockchain has brought light to the drug supply chain, which can achieve process transparency, data sharing,
autonomous management, etc. in the drug supply chain. However, it has also brought a series of new problems such as
business scalability, system interoperability and regulatory compliance. This article summarizes the advantages of
blockchain technology in empowering drug supply chains and several problems that need to be solved urgently in
applying blockchain technology to drug supply chain scenarios and possible coping strategies to help improve China’
s drug supply chain solutions and alleviate the problem of counterfeit drugs. Finally, for the current problems in drug
supply chain supervision, this article proposes a new model that integrates the “governing blockchain by blockchain”
architecture, which aims to overcome the scalability and interoperability problems of current blockchain-based drug
supply chain solutions by providing a comprehensive solution and ensuring transparency and accountability throughout
the entire supply chain process.

Key words: blockchain regulation; drug supply chain; governing blockchain by blockchain; counterfeit drug governance

Fr R U(WHOM B2 5E O “ i H AR RAR TR ™

0 3I% fitn s FE AL AR By A BRI T T 2 R ORI S S

R 408 5% [ 5 HS 1f 758 Jg A ] s Sz (B 245 Bk B (TACO) 4R 75 7%
R 21 HALRRKETRIF L, BREAERENKH
AN WA B AR 2 3 o N T 02 AR S TR R I N B
70 75, AL TRZ I NERAT 20 T3 2 2P, Nl £ b
e, SEENERST GRAEERE 10 AL T 20 3.2 JIALR T,
Kz — AT = e NV SERR T BT, 2011 48, i

Yst#s BHA: 2023-02-26; 1&[E HHR: 2023-04-12

25T BE & A AN AL B A IE T O 7> B R AR B (B 1R Y
PR2EAE BAET R H GO, R BAEHLA G, ER
Ko BRI T AR bR R e AR AT,
MERHIX S AEPANRL T S i 3 X2 52 B 24 5 e R ™ L

Forr A= T R 2 T 30% 2 82, I BRI 150 )
NFEF ALY, 45 [ o3 24 i B B A R RAT R €24 o B Y

HETH: BEE LA/ L+X T B (2021YFB2101601); # & 4 & kA3 %] 9 B (ZDKJ2020009);

B R g AA S R4 T8 B (62163011); # kA7 2 50 4K 350 B (KYQD(ZR)-21071)

TEHRIN: B7a(1999-), B, #HLINMA, MEARLE, ER2HRLFTOHRRE; 97(1994-), &, HhEoA, HMLHLLE, 22HLTQHRA
gz ofo K gest; RAFR(996), B, dTiMA, LML L, LRMRTQNERERE SR (1984, FEREHH), MdFRA, #it,
WS, TEHRFEN Xk, Tt A4 it & % (leiluonol @163.com); X &45(1998-), B, T@FHA, MEHFRLLE, TEFRTH AN Kbk,



TR RAS fr vk, F:

Kbt BRI G B dk: & A5

%40 5% 9 M

TR (2021 55 ZF )Y gk 1, [ A 2 i W B
R LI AR 00, BN ZREEZG IR IL 1439 1, WRE
WA RN o FERGEE K WA AL, BRI & #2551
WELHT—4F 8 700 fEEE, T AR REWE T
— PR A PR 259 Avastin, JEIR RIS R T AR IBIT IR R
AEN RGETE, BRI 1) RS [ ) 24 R AR AR M 55
R 2000 12378, EAh, ECRIE 2 i N R 2%
AR 22 BA B 23 B8 DR IE A S 2t X AR R T ARG RO 1
SLIRIE, JF A AR R
F 1 AR EESRE (2021 5 =)
CR¥E: HmEER™
Tab. 1  Statistical report on drug supervision and management (2nd

quarter 2021) (Source: Drug Surveillance Agency )

is| SR B & BT 7o) Tk & /(T 0)
o Y] 110 1008.97 2636.20
HERL £ 1329 657.77 1979.54
Ho: BEWEEER S 14 10.91 15.99
fEREZ 678 97.65 1845.05

M2 BT AAFAE 28 bl (B R, B R A 25 S Ak B i
FEAREW, M LA SIS B X T KA & W2 A . Bk
i S AHE R ML T —MAME (T, 75 WHO fY i
B, A2 I 7 10%0025 530 25 1 ki,
XF T 1B 2 il . Erwin Blackstone % A4 H T =& 32 1:
1. hnsmft SR B, 2. nemx) — 202k T g s El. 3. FIH
SR AR BB AIE BRARZG 01, R S AL TR X B R N
FH 225 S S BE I 5B, Xt A2 MR G i 1 245 1 il
I L) T R

X HEEE AR T LIRS A R AR — AN Al &
OO BIRIK AR, 7R SRR AR, T LU AT 24
HE . B SR BE A T2 b BT X EEE et
o ARESE JTHUE . et REE,  nf DUSE B LR
B 03 B A LR e A . AL, R SN B R
B\ FARARE S O G 2 SRR T4 ) seBlZg
R A E B, PRI I AR . X PR 4t 17—
NHRILE G, BRE K IR N B 5 AT D N 2 A 1) 38
3 RS A8 BRAY M (B] /545 ARHE McKinsey & Company 1
BT, EREETE B AN R A 25%, TR AR
W BN SR AL R IR S E R, 2R
A 25 BE 2 g o AR SR I XS R R A (5 S A e
B VRG22 (5 BB (LR SRk fE 2
[ IT V&2 Hea 1 P4 24080, 8 X Hess S T 26 0
BERiEE, BEMSSZILA SR A 210 015 B L 2 38 i Lo KUK ]
R RIITm .,

ZITAFR LB TTRI T -

a) B EAL G O AR R 7 RARTE I ] R e X
et B T 24 W 4 N E BT s R 1 Ak

b) A HTIE F RIS Tk 55T X Bt 1) 24 5 A By
ST B RTAETE R ) T

o) R —/NZ BN EE U “ ARG R 240, AT
SEH R A A S A R I .

ALHIRANFM TR, FH—BR/ENHL AR,
T G A R TR LA R Y U A TR 1 ), T I DX B
AU B BN AEGRAMPER. B _%d, ACHET
(X Hedle 1 24 i L R R AL T — A B L, RS O
LA 2 T X P 7 RAETEMI AR . BB =F0He TIEZ) it

S T N2 DX R 5 A M 10 8 T RE PO A R i LA X R
B DU SRS DL X BB+ DY B, AT H “ LA
BEREE” SEMISI T T 2 BE LR Sh s URAME 2 it
L H 2500, USSP ZeREETERE. &
Ja, RS L EX A SCHAT B 4.

El-3—1
1 5%

1.1 EGEARARK T E) R

kY LR N BRI W PN - SO R AL /L NG TN
A T S AAREE SRS KB B BN BON A e
RN BE . T 25 bR T AR R R e, — AL
i A S rR AR 2 AN AN B B B T AOR 2 T E R SR, T DA
ANZ i 2 B AR S A M R ). SRS se B, H
AR AMESEBLIX — e KB 25 st A G, HAEA A E
Wt R 2%, TR AL A o % R % F I O AR ANE
W, WEZAFEINE, FIEEn s R &AL £ 2021 &
B PR 24 s JRy ol oxd B A A 245 Y M 2 A PR 2 =) (1) B e o A
R HEE S LREAT T AR . £ 2020 £ 9 T, HHEZ
M JR) 8 A 7R A B 22 2 AT PR 24 m) AR A e (At
5 20200304 )5 ki 185 47 7 10 3 AR I T S S AR A 1T

aasr Haig B HRRE HaER BRLR
@ ® Q
!fij‘&h‘& mu}m gim x:m ﬂﬁiﬂiﬂ ggim
!Nﬁ;ﬁiﬁ ihjﬁﬁ ;u ﬁsz Cijﬁ M
mﬁ;ma ﬁ;ﬁ - u:g na
mﬁf;;\aﬁr El:ﬁ Eﬁ:ﬂti‘r

[ | o | 5 E]

K1 2 A A IR
Fig. 1 Drug life cycle process
FERRAGLEF VR ), 290l ] L3 N 25 W 1 D B B
THGHLEA AT B o 25 M A RIRE A0 28 A R N HE R
BHIENRT . HIGERT . R, 2. A5 U ARAHRY,
M RN Z EAEAEAR N (5 B iR st e, Huifs
R 2. ARGt MIE, DR AE P T e T G SR
RN A T B AR, ReeeR R s, B
Pty 7 b Bl B2 B0 s &7, T HAWE R e A B,
PR Jr O RAE, BT AR SR F 5 A 07 b TA AR 28 A
B R T AT RE

K2 Zgah R
Fig. 2 Pharmaceutical supply chain process
FUAT, B 24 s A AE AL, 200 N 24 A
B RGNV 58 =07 F SR BB ik 55 . AEIX LA SR
TN AFAE LA A e«
a) ZyhnBn S 2 ah B PR th 2 b, DRAEAE



TR RAS fr vk, F:

Kbt BRI G B dk: & A5

%40 5% 9 M

B E NS ER TR B, BoimrAdErE B, R
AT RO BB, XS HEE T T s kil R £ 0 H
B, WA RAE NS,

b) B PABE TR T AN B S S, B
Z [FE AN Ay B F g, RAERE) I A a A B A
FRIEHE . HES D KERILFEHTRFT, SHBRAEAN
HITT&E

o) BUBKHR RS R : I 28 = 7B R 2 R TR
g e SERE = P EEEREN, B FE R
EBWMAGNEHAREE. S TAHARYL, EMAGHNE
FREE. PR, HEUKEARSREE T 8RR, —B
WiEgE, HrlgekEmgm s . Lo, THRE=7
T8 G 15 AL R K R G0 PR B B2 BRI AT 4 RIS o A
FHAT KA G Rl B .

d) RGnEEME: £GP OMLMEIEE S, —HIBHTE
(PR 45 38 LBl DL S0 B W17 & MTEVE N PR IR 45
B I T IV & 00 P B fn g 5 S0 vl R B 748 9 B
HIRE .

e) AW MEM: UWKEANARENTEY, T5)2
gl %, SEHANBET AR RE . Sar Rl
TN, TR AT R R AR AT AR IR, RO
FHEBFRARAE B G . R A AR — e 2 L
RERE TR 25 M R iR A, B8 - ORI EER. |
AT RENME, HEEE ARG IS R AR KW,
TFHBEFALLRAMMRELZ, WENIIARBERUS
Z RGNS B, RO B AT AT .

T2 BT AP DA ik e ) 1, BB TS RIEH &R
G2 S BUR B T R O BER E R, e tEE R,
HHE B 57 B A R A7 AR B0 D3 T B o T 7 X B T B 17
AR BN BE A, S EIE R U7 T AR B X Bk
SEPL I B, 9 ELINF 18] BR Hash AL AT AR BOEAS Al 80k .
1.2 XHREEFRAR

X Hugf 2 P ARTRAE 2008 EHEH 1M, HAEN—F
R R0, AR REE BT LR T R G, fE LR
T LAHE =TT EIMERIT S S, eI 7538
GyREde . HAUE R AR IESIR I X P LLET, SO 2/ AR
HE T S IX A DL KA IS B B R 1 Merkle B, FF
18 1998 Wit 7 85— & ik B 58 AL "bit gold"21-241,
B JGAE 2013 4, Vitalik 7EARM A R4 R4 H DU YR, LA
RY5LE X B e at_ B4R TR BE 54, B EES 2T LLELE
FRIZAT FIXHEE RRIRRT, B RES LM H AR 3 X Pt it
AN 2.0 BIAR. P m M4 E . AT B M AR A,
PUKISTE 2020 #| 2022 73 =FrBAH ALK 2.0, Linux
Foundation 7F 2015 FHEH T — M R BN H ——
Hyperledger, Hyperledger 15 LA Wi Al LA T A& JE AT #E AN [R],
TEHERZE AT, LR ERERBUE A BEIMA
B RGP0, XY R R IE 3 fiR.

[X BRAEE P 28 A R — Fl i i 4%, I — Pl A 45
M, HAPAETSEIME — AR RIAHAT Y. X
R — R R B AT T —— 8 L A, R A Rk
U1 POW., POS Z57/=/5, B 1 A0 X B8k W 45 o 1922 5 316U
R BT R4S B 1 0, T A DT 7 A 1 X B
WINENE ORI AR R X i X R LR L 1 ST 25 R
oAk, TAH AL — AR A, TR & RgE A
CIKAS, XFEREW SRR aANET Y, e IR

EIRA LIRS A S i o B DXCHR Hy DX S X Bk
LR, DXHRAR 77 it 20 SE R 28 6 A 58 B Bt @R
Merkle %47 (] hash I F A Mt - Merkle #R, X ERL 77 fif
HO B G35 A X B hash AFL S I RIS 32 L BEALEL nonce
&, XA ME 4. T hash BREHRR R, ER XERA A
BATARAE S, L hash (HAt S AREE R, XBEERSH]
hash AL —FhiER L5449, BT DLIXBRBE AR 2 ik s ek
Hro BE U — BE R , EIRMRE E A S, AT
TR 5 B o X B AP I A0 X AR o 2 B R S BRI o
M4, CRIE R ATt

et L

] 7 [Covmmemenn ]

wemsns | s | R

SEREHL

| [

£ob | i

| Pl i

/ L) /
1082 1991 1893 1908 2008 | 2013 2015 20202022 :
' P P .
E— i - C?a
2 P R 2"

‘\] N T bty
\ {4447 |
\ omRmEe Bit Gold \ Bkl BlKiE20

e ][]
K3 XgERETRE
Fig. 3 Blockchain development history

1.3 XRERAEHRESEHHHIER

MBI TR B B2 b B, XM EFRE
HBRKAERE, Hrbthpd R & Ahsik. AL B Rk
SRR, FEALGI R, T AEIIVE, B AR RN
5, I ELAZAEHCRE AR i) 8L 3T 24 iR i, B R R oK
AN, M2 NZat; MR R, SRR
FIE], 3 B A A5 BB o A A5 AT i) B Rl 18 & L
e TE) R SR A 2 B2 TR, T DX e T DA S IO R e P L B
APE. B Al E SRR B, AT KA R 2 A
RANZIEFEAELE, g2 i A B . LRI Z
sutn 22 i JE YD 0 25 AN IR SR 18 DX BB R/ H

a) WM B fEMAESRT, SHTR S = U™
A2 B R ISLI AT GRS . MIXEERARN NG, Befgil
HH A AT ESCRE KA SR B35, JRRIE
P A R R SRS AT S, I L 2R TR RROA

b) AR B B HER SR Z @ e T R
O 8 AT AR, R Z I8 VA AR, BOGIAR IR IS
R RIS, PRI A . N X PR R
ST E, MMORIEERL, 0. &, A0, B
AR ], JF HIXCEREER M T 2RI W Ui G, Sl
TolE F St = .

) JPEEILRR: B0 A T R A R BRE, TRAEIS
A oA . 1 AR g UF, T EERANEY, 7™
s 4 10 05 52 % BARKCR OA K, b T et A AR B 25
FESEE RIS O o 10 DXCERAEE BE W% SR BEANTT 8 Kk AL
SEOMTE T (5 B AE & 15 R, T RAPoE
AT EEHL AR TE AN [ A 2 o

d) EHERH: BT EREERNE, BEXNTEEL)S
FAREA L. FNIARKXT, AR Z 6 FE S A TS
WSRH T ESTIRA N R RN KRR S, T PSS
FHARR I, DU [T SRR, Ba A al LSS — B A 4
EZIPIIAS RS, TR . FR, A RKBEE L
B, T DAY BB SR A A B AR E R .




TR RAS vk, F:

Kbt HARRAL T ot ik & A sk

40 X 5 9

e) MM E: HETHT, AR TR T A R R AL
BRRIZGWDiAT 1) # AT B o T X R EEBOR AT LA B BUM I8

PR AR AR N A BATIE BT, RIS AT DASR S A %4
KPR F 25

F—Eb% a Bk N itk
preﬁloc«Hashl . | hash lpreBlockHaahI version | index | nonce \ difficulty | hash } meim:kHaah‘ ‘ hash
| timestamp | ‘ merkleRoot | | signature ‘
\ /
hash 12..N LIt ]
[ | [owee | ] [een]

[ transaction 1 ‘J {TFBHSBCﬁDD 2

K 4

X

Fig. 4 Block structure

2 ETXRENGEBNES RIS

& XHEE 3.0 AR RIR, ATC 2RI REEH
TR E BT PSR E ), I BB I UK H AR T St
BOARR AT 45 B P20 TR0, Ergs Bl B
ﬁ[32’33]\ %m[34]‘ Zgj_k[BS]‘ EElx_x‘l[}G]‘ ﬁgi}g[ﬂ]‘ %E;élx_x‘][}&}‘)]
AL R FEOIAE X B SR A HL MR O 2 oo AL R R E 98 B
YA RE R, £S5 EDERMEA, 2%
DV R

24 ity B AR N AR — B N B SR U, T REE N
S, FOBR RO M SR N, RO — B

L), AT REXS (] E G R B R R e, H R E
Rt AFET . BT 2K 2 RFIDM!, Date-Matrix[42], NFC43]
CATFURTE BN T T LR R, (HIE 2 Toik 2 LB B
PBERFE R 5K o 170 R DX SR A W DA A S 4 Ik 2 o
%4, HREE R AT . B 5 RRETREEEN
2 A B B S A BN, I NEBE B R ST 24 S O AR
KEEG R IR X BT &, T XPEEARE, 55 B3
3% B HANTT 80, BR8N R 25 A0 20 N 2Z [81 B B
ATEIESRAS AT S o TITE 53¢ i 1 28 ¥ 2 Rl I 24 et
FRUEEAT SRR . T TR AR R ok 0y A AT Bt
IX Pl 75 24 i ik I RE I A

BT RRSHT SRR
e T ot e FaENEXES
i e HiESH:
SiEmEe il W AEE
BRI i A
®EE e Ba&E
= =
(8] &
5% i ¥
& :
E M
R e
B P ERGR
| | RRadEH
o l ZRaTEM H = =4 /] ERETFH
250§ > > > >
il %" v
{ARBES B * ErreA % g
EZr e 2
: (R 5
= i e S L HeE

5 FET IXCHUEE G ah R BEAELE

Fig. 5 Blockchain-based pharmaceutical supply chain framework

21 FARFETERENGRENEST RSN

BT Geoin )24 it 1M BE M AT A ALY, T H. Tseng K%
Geoin [XHLHER F 22 s it RigE R, N 25 W8 il & 1E
(K124 it Ml 55 2o, Hg A B8 AR RGN B A5 A 1 4 30 L DX 2%
PR, i Geoin XERBERSE, FTAAYIEE N S EAEAN T
7 R ANZ R AT DGB R B GEN B R 258, RERS RO
PN AR . %7 AT Geoin X HUEE R G048 w5 B ac e

MR, J145ETFiUE H (open government) A& A0 0 B ¥R
4 ZY(DAO) W 7 58 BB [ 22 4 R 3% B B0 24 kB A B R 4L
B+ Geoin 055 FIME A &1, DL RERE TR 17 A BRATE BAL L,
e A G S LR SUR RH,  [FIE AEA2 R Geoin X
B TS SUAE AL 2 AV 24 10 . o (1L 7 e B S T
RAEZ 5T R UTEAR T XS /7 A48 N R X P~ 5 2+
LU B T NE B R R, N FEAR A S B 1dEeE



TR RAS fr vk, F:

Kbt BRI G B dk: & A5

%40 5% 9 M

B, BRISRULZ T RIE 2 R S B X .

B LAE T UMER AR EE), 05 RAEFXTBLA 24 5 R B
WA, bR R T X HORE I 2 A RLRE, (AR L TR
GAEME, 2SS T LAEE T AEGE, R X LA £
IR A2 S VB B AN B . Rl B E TR PR
BUEL,  Gefs A B ORE R AN, IF BB BT A RS0
WA TET, FLEEEWIRTE, N ipEEnR
(EHERS , 7 a8 P Ty 4 48 X B B A A8 & 1

25 1L A [l 4E40), Divyansh Agrawa 25 A N AR ) f 24 i
BB A R, H T XBEAR 7t 45 & I [ B A e 1) 8 38 7
R, B RN R2FEWRNL 5, R 2 A Bl R )
F TH) R 8 35 WA 38 in i B T FE 1 SR, AT ER BT AN
AT, T AR R U S [ AR R AR R | B R AR
DL R AS ] B 2 08 AR s mT S o (B0 T o9 B 4% o0 L
MR AL 5, & EAE RN T 250 @ B MBS L T 18
T A T TIPS A % AN AR R (1, R0 3% 07 58 SE bR 78 B R A
PSS 5 T L A, o B R A I 00 15 2 T
AT .

Pharmacosurveillance Blockchain System!*7, % & 4 J& Y
SERR LR —ANESZRERAA FEM Y DFS JG i 2 $£1 DApp.
%R GAEIE HARLE T S (FDA. #I& R 20850 . B
TR T M), FDA Ma B HRIeE, At R AR AR h ) 3 7
K, FXERZ BRI HoE Lol HEET
Wk A E AT E R G REE . A, 1%
DApp fet% i@ttt DFS AR A DRl 18 . RE
RS N ET R S R R

PharmaCrypto™¥1, ZAF 5T 70 8 1 25 i i in) L, I P Af
WA R TT (B PR ERL . RN . FMD K24
FFIE)H %t . PharmaCrypt #E+ LARYG, HH AWS “F &4
i, H e s I R e 2 S R R R . Y
ZyanE RSB IR ER, BB RS el R &
TR IS DA (K. P e 4 24 L 3% 1 2 T A 3R AR
25 A5 B 29 SR AL E, ARG B RZIB N . (BT E AL
TR ReE R — e NS, TR B 245 R e A
KA R B A w25 FE 2 AR NI, T P i 8 A T
B b, B R TOREOE TR B E R HERS B R
Bt AT Re ik B TEVE AR BT o (R BT X R A B
o mENEIE B M BG4 W,

BRUINchain!*, %35 H y FDADSCSA it & 5 H i1 1)
—#B4r, HAE UCLA {9z brig st FillAT 7 — R4
i BRUINchain RE% 45 e 8 G ZOW M2 5 I 5 & i 5%
WEZG L, A R FEEAZ AR F TSRl LA 5
RE—ABEGHIMR B, 255 IR R B 2R B X 38)
BT BRI

T hyperledger ] DSCSA RIS, ZREA ST T —
REUEIH L 2[5 FDA 7F DSCSA Hi ST I A5 TR (1
T XBEE M E A . 1% )5 Y {8 A DSCSA RO H S
A 1, JRE Hyperledger Composer “F-& S23, HATLLA
245 it A I R b S AR U ) s o A U A R A R, DAy D
2 i

BEE AN BECY, Jamil 3£ F Hyperledger Fabric #E1T
GA Y AR BE I R, G — AN B 24 R
REITESRG . ARG T, EBRAETTZ 8 AL
FIEREEHIT A5 B U SEI T B m et =, sk,
ARG e QTSR 7R UZE A R AR 8] 7 37 18] 24

LR M B BTl Z R TR NI Bt
ETE, PHICRAMEERNBARE LR, tidRkER
WS RETEE. MY TFAMREGEE, BT EEE N
B %A B R Be & 2R AL, BARERBI.
EREVF LU s R ER g &, EaETgR T
FHIX PO 2o 29 PR 0 575 22 B BH AR (1) [ FA TR 47 s

S AR PR BEDA . R MR UL S0 S BE AR TR AN B B A B
B 8%, Shaoliang $& H 7 —Ffr i - X2 IX Uk (1 48 1 A 7= i
B T EBESE T =FLH: 1. WS X e 2.2
W EME R FERALE] 3. BT i (R BANE B A2 B I PRI
SERR M A, P R A A I 4R mT DL g
WAEFTREMERE, NWEERERER, NWRRZENN AR
e, Al DR LAl A OF AR LA . AR U T R R
SEPE AR PR AR B IR, FEA Rl R . (HY
TR X IIEG, HT XPaE R T hash #0551, 752
BN XY, LN X hash #2284, X7 EH
(B AN B A A AT 4252

DL X sy LR R T X BB i 25 S LR RE T &, BE
o RAE G AR T AFAER A . 3R 2 % AR g =0, A
FIXEEEE & SR AR U3 AT TV a a5 b o
22 ZmENEGETETXRENRECAT RSN

XELFE R BRI 2 il R E B4 . B34k,
5 245 it (L B RE R 2 A DR N Z AT ME AT . (R IX BB R B AR
ToiE R R BAE AL FE, T ALE NS5 Mg TR,
AT EE LG YT, Re s SR I g, DLEEEh
AR PR TR AT YRS o A B A R B R o S B R MR A A
AN, AR A A R N L EA%, BT DA AR AR D i 4
PRI e T P dE i N A A . RN AR AR (1)
WBXT G % I 5 B A 15 & N R G BE L 28 # AR,
AT AAE 7 5 S BB VT LU B i & B 8l Bk, DAsE
AL R BE B4 B A0k, FEEE At B BE B D AR SRR ST N
Bl o A

24y i N i L RTHERE R GE(DSCMR), % R 45 tH A
REPLLE fl s 1B T X BB () (L 3 e A A B, iR T
Hyperledger fabric #1825 AL NV EEE I R4, Retbirsl i
IR ER R Be i 29 AT WL 2 WA AT 72, DU R 2 e s 2.
FETHLAs 2 ST 1 Te B HEH R 40, Hlds 2 SIBEEUE A N-gram.,
LightGBM A5 1 i) il 2547 MV (1) % 7 435 0F 0 fe A Bl e 5 20
254, ZAREAE UCT 12 M 2P S &£ Ll k. %R S
i#3iZ hyperledger composerRESTAPI ¥ web N2 %42 3|
X Pk 28 AR EE S 53 gt — AN - KU WEB St
e Ab FANIREEZ B . 18 Couch-DB 14 K& Hids, PA
PR B TU AR 1) A8 D [X R DX % A 1 e B I ST A7 i
B 287 S B 0 2 R B E L S, RN
HEEZ).

FEF X e A B I A S T R R AR, A EEE
TSI YIE AR T — PR e s s 2 DS
PRI . Rajani % AGLIL A EUR H 7 —F BT 10T (£ )R 48 1Y
XERBEMEZL, DX 24 i 76 AL BB P A AR AT PR B A M
AT S DR W 2 AR 24 00 o A 22 fek F IX B 7T DAAE- i
P A5 s B I DRIE X S A 4 AN Re i a o, I B4
PRUEF A S5 A BB A B B, RN R 20 B e i 4 J%
AFITIA][R] D o TN T DX BB B A o) $h 44 1) LR - X
G AR RN P BB ) 5 AR T e SRR ) X BB i 1) R, ZE
H bloxroute Az %751 Raft FLIRFVLAA T R, HAn:



TR RAS " R, F:

Kbt BRI G B dk: & A5

%40 5% 9 M

2 1) X Bk 53 Tio WX 2% (BDN), i T B ik = R A I 4 4% o
o T 5 BAT B A SR )1 L, AT LAE A HyperLeder FJIE1E L
PRIESE LM . w2, EEER T — A aeth. IFHBE
FEAT RIS B YA 0 22 T A B TR R X 5 £ 245 5t {3t 7 4 5 1
LERS.

BIOT3B, liu 5 A 7E 73 B BILA 4547 3K 245 58 3B R 4
GBI E R RS, B S — A3 X BB 0 AR
WF & BIOT3, % F G454 QR TR RFID 742 (R4 8k W 52
IZG SRR S, REAFR T RIB R H.
P TR TR IB WIS, Flid IR G S LRt
Jo B W IR 5% ) AL B IR 5 DXL R R e S K 5
R N R 3 T X HBER 7 28, A3t d T — AN EZ0
HEREE S B — BRI TR X BB 4, X X Bl 4
PRI B . BE O RNBE N HRHE 00 J5 U DA S R A3 R GE M R
BT —EMS% . HEH KM BIOT3 P& REAET SER

Mz N HAT T 8, ERHBHAR USRI R I 5N AL
Ko HTHSEET, BENARZ, S5KWEKM B L
B, A AR B R R B T B KRR .
UKo R T SRBRy T A B AR IR LA % i P A7 AR A
RIS B BE & L BARME R I

DA_E Iy SEANLAE 24 it 1 B b7 35 R I R BE AR,
RIS AR AL AT TOT SEIXFEFFEHT X AR, XA
EARBERGH & — L XRBEFT AN BAT IO S, HEN2 N X Rk,
ARECH R AF R PEARRE . (B[R] ) e Rk — L83 /Y i) A
WNTE X HUEE R G0 Il NI —28 AT B PR i %, Hoig
SPEARMEGRIIE, A>T Al A X 48 22 2] 4 N B X Bk
HERGH, MG =GR s, BRI ER
K B AN A FOCKER A B, X R AR X SR BE £
TR, IRLEHE R ZE RN . L IR 7 SRR 4
ik 3.

K2 FEARPRIET XL B BN BT 5 B 4

Tab. 2 Summary of blockchain-based pharmaceutical supply chain solutions in academia

PASA

Vi

B

T ; X B~ 5 L3
i H B AT % P E & - il
Tseng!! B A7 Gcoin POW  x fitik# H4 Geoin = {1175 25 A6 RE HR A [6) £ (43R R
Al i hash, ]
_RLAERhash, BERERE e POS x4 WAL T < S A7 S
Noman!*! HTHER
) Hyperledger PR WA BCEE R T AR 7 i U AR AR L IS TRIAE A DL
A 1146) EEERIR AT PBFT  V ittik¥
graval ™ R MESAH poser JR% B B 1 0 4
Chien!*” % FBE N IRETEME Hyperledger fabric PBFT v B i /& DSCSA Frft 348 ] COTS HiA
5 AN )8 1T 2 1R] m DAL Z2 368 280 il 245 2 LA S
Jami'l*¥] Couch DB Hyperledger fabric PBFT  V  AbJ54k IEB]EE/]THJM]ZIEﬂﬂi %ﬁ?Xﬁ?%”ﬁ SRTLR
TR R & RO R
H ledger/ DPOS
Sylim®) (& DFS 401577 6 T xR fie 3 it e DFS 20 R A s S 52
Ethereum /PBFT
1
Sinclairs! B L7 Hoyperledger — pppr v mi i 2 DSCSA it S I A K
Composer
Pengl! MZ it Hyperledger fabric PBFT N SRR AFAESHIZE M X BB BTHLA],  DUBR o X B A it 2 1) H R0
Saxenal®?! B 17 % AWS POS x BN SRIZATIE AR XREEATIL A RIEEAT VIR, IS HE
F3OEETFXSEE R TTRAS
Tab.3 Summary of blockchain-based optimization solutions
A Hotn e it posiere o T 34
A I = Z
’ bl g
AbbaS[54]C0unch-DB TEERERIZE 58, 5T Hyperledger CFT N F R G A L Rt T U287 IR I 2R,
PRSP BEATL AR 57 2] HE AR T 52 ) fabric /BFT - JR PR E R HERE IR S5
_ 3 Pt i X B 4 il R 45 (BDN) BEE 3& i T ik
A A R L szbR
Singtss [ ONRAGREPREERIE, SEAEE e 4 RHRARE, TG WRIAEA,
Attt = vt s
RO SE BRI .
FaFAEAR . B &/ o)l AR A7 4ig T Hvoerledeer PRET TR Jagh A — 5 JLrE 0 T2 X B 4 pa A s 7 2 80t
Liul® &, BUBREE B2 B0 &K H0E YI;b. £ Ratt YRR AR PR TR B O, A A TR 1 2% AR A I I ] S
abric a
A TN (egil] X PR LA
23 TR EFXRENAGRERIES RS IR A BRI RIS = B R IR . % F e gt 7 —Ff

B R A R X Y+ 25w R EE A AL, Tk R
B A B T 0% T3 2y 23 4 B BB R o T % .

ADLTDB7, iSolve LCC A F HREIEEMZ KIELANFE
1B, T H ADLT(S 880750 R EA) X Bk i e 5 %2, DA
B b SEBL 2 A R B s . ADLT “F &5 B 7R ARk H b
THCEYIH 2 BT PR (527 25 bl il v A 2B e Bl 252 THI I

IR AR BRI TT 28, DAt 22 4 B H0am A% 3 O Q) 2t B 3k
55 B 5 IR R BT 7 OB SRR . ADLT @22 1 20 A1 2
ANTTEE RN T TR S, MM LAG T DABE I R A X
5, MIMEAR R R EFEAEY .

MediLedger®®l, f§ Chronicled # tH # MediLedger %% &g
B S A T Z B B S A3k . MediLedger #8454 | %



TR RAS fr vk, F:

Kbt BRI G B dk: & A5

%40 5% 9 M

AT T S A I 2 RN O AR I X R N 4%, O R
DAk FE 2 IR AR 22 » MediLedger b 077 S 36 S 4500 26
[l 4b 7 25 0= ), LB S TR U ) 3 v A AT LA AT
WARP G IGAE, F B ISCREERE B A AR E08E 1) 58 445 .

FarmaTrust’®®, FarmaTrust 24402 1) [X St i ok 5
%, DM B g =T P SRR Rk . X T R R A
BEAN L oot AR S B R R e B A I BH B9 AR T O E %
IR B BB B S 4 I s BB . FR, 1%
FRIRHET N TR s A P= i S gt B =4k o0 i T B k47 7o,
% P RE E G IE 4 AR iE . i 2 D AR AT,
AT 35 Bl 26 72 s A v 1 e 5K DA v 2 72 AR A B AR A 7
A . BeAh, %77 R 5845 FMD/DSCSA & 5k, Jf
Hmm A&k, scolal @M, b 114 A R 20 H AR m
FarmaTrust FF & & &G HAHAR, #0005 kG808 A& Fi
B HE AL & -

Moduml®¥, %77 Z H—FmR A . ARG
TR RMEZRT 2016 &6, B AEMBIIRT AL
FILAHCIE P L R B B B4k - Modum BT R G R HERENE
AE BV AL, FEH T —ANFFBUN T B4R A S8 A v AR
W75, S TEEE I AT (5 Hs 22 e F0 G B S o] B4R AR
TESERRITE . Modum B DA pe 24 7 A3t R4 Hh i s iR
FHiEEHEARESM . AR FERRE . dhah, HonT DU
FRERSEET Al TRBITREE I fimshiae, LA
Bha& Pt AT YL SRl o

VeChain ToolChain™®!1, 1% j& — 2k t MEEE BB B R R 1)

XEBER AR, BRI, B Wl 78S S0t
Fih, REX S5 OB I X LR LAFIE. RS2 RRR
T i BEAG FE AR B — R RS R S B
W R, MR H S0, fESCERN 3% 5 ae s S liE
BAHER EE. TR A FTHE SIS . SR s s
FERRZ) iz B, AR EETHRR, MO EER
BN

PR R 1B (Waltonchain) (02!, yk /R 165 & — 25 ) JZ U b
R AAEE, FIH RFID HAN X Sk 3 R 5 P08 5 R 25
G WREE AR SRR SR, Ah, IR/RTEEIE A R
IS FEARS, AT DLSCEl s 4 Hds ) 3L = A A AU s % 51 .
7f Waltonchain t, % 0] LIRYE A A &R R @ L % NS+
HFEE, SATERmIER. Wi, . 2ERRELST
FEIEAT W% . TR/RTBEVE N B B p ol 2R 7, L 32 AR IE
SRR s (T BOR B, S i e 4 ) LA
A o HTIRIRUNEE X SR BOR S AR 2R 1) RFID B8 R 4e sk
IR B R4, 5 RFID 45%, RFID & f8iL’s s,
FHE, BRI S, BIERAERRSGTE. ZRGATITHEAE
AL W, B, BESITNEERY:, A RIESIER
SE, ARIEREANTE AAE W, BERT AR, R A Ak
A, A URIEIE B RIRS, I B mT DUR 5 (2 58 Py
T ol PR PR DL R TR

DAL e 7 SRR R 25 R ) 1 35 T IX e ) R
%, HehofF O K7L AR, B0 H RS
R, LR AR MR 4. WAAZEZLELIIEY

XIREEFEHIRR ST &, BEHIAWIEE XRES AL SIF6 % B X HEEA FE%63-60, w7 LG AR SRIX REE— &
DUHARIE S ST HRE, MR BT RO R AR SO U AL D BOR, R X R EE N T 1
i IR B T AN BE SRR T TR, H T 10T HARM 5K iE M B
R4 LSRR T (R I 25 A A R T R A
Tab. 4 Summary of supply chain-based pharmaceutical supply chain solutions in industry
T H Bl 77k X & FLRBLHI ;ZSJ B P
H4 IoMT. HLAR 5 SRR H s, DASCE 3 1Ry 7
[57] . X
ADLT! B FA7E Hyperledger/EthereumPBFT/POW RIS ST TAE
MediLedger'*®! B 7% MediLedger POA \ - BE LR T EAA RS R AR I nT AT AP BAIE .
ARV, RS RGN R R G HOE, IR
[59] 8 hai 4 /N
FarmaTrust BE A Tomochain POA \ AR P -
RSN
Modum!®"! B F17E Ethereum POW/POS ;%E&z SV EAEAT RS LI TR R
Q&%UE IR 25 & N R e BOR P B W A T AR 55
FEEHHE A T X R , .
N VeChain ToolChain™ o N
VeChain'®" B, bR REE POA N A A58 PP BBk 190 4 AR o 0 ORI T S
Pp IR 2
By 8E, BEHETAE, AR S BEAE RS, W LASE IS SRR I SR
Waltonchain®®  RE# 2 [A] T Waltonchain WPoC \/ AN AIAPSER S, A A FHR 1 RFID 8 s2 il
R i B zh B
2.4 TFIEMIEIEEFOHRER 241 FALRAMMN

X P S IR HES T2 AR A% 46 Lo A Bt P A7 A ) — B )
2 it A I B AR M AN T e L i o O A A R T e
Peo [FRE NN EES 5 H AR T — DRI 6, B
g KR TARRGE, WARMA . (EFR 5 XA 5
RFAE 1 A B2 2B AR SRAR K B T AN Bk, TR B — 20
IR L e L

HERAEERIARIAL RG. Mg, RAHAT-GWE L
PEIFIE G BB ST XTI K2 B0 XCHE 24 i R
T5 A G AR 7 R AT A, IR AT 5 —
B AR, AFERM A PTEE R X HE R 2, SR BT
T ARG A A A AT A LA B AN By o T AR
B, WEENREE NS SRS 5 RGBT S o



TR RAS fr vk, F:

Kbt BRI G B dk: & A5

%40 5% 9 M

B, XHEF AN ME A, EETEMR, FNHaH
MEZAZERNEK.
242 L5 TR

AT 40 e P oG T W] Ab ER R R A Ik 5. X B LA
AANE S ANTT G SRR 1, I B 1 B A B 1| R %
EEE . SR IE R I SR, 7R R G E i RS
B CEE R T AT AN LGP AR 2 . ks,
Re G 2IE X LB AR H B — AN DR, HE 3% i g
TR E R . X T4 L SR, SdmE#RE S HIEE T
FHI R 20 . WX se g 7k LRV mMIRR, K e Ay s
FeBE KM FEE T
243 T[aAabEAe i O 69 A BT

FRYEE R TAH LRI A, AT 24 A AR BE 1 3% 1
BEATA] DL — 2 TR RO, Wt T 254k, EZ At
B AETEAR 2 I BUBEUE , 8N A BN X SR 2 R
HHRERRERFHE AR —T7H, N TRHALNNNEEE,
FAEREH TE A NE AT, BE8 K KHE = ROCR R L H] 195 1T
K] 1 75 2 5 1 4R 58 I SR MR SR IX — R XE R R, R4
IR A, HERRAFRRB S —R, X — m AR AR .
M HFE R BEE, TTRERAA RS, FREY
AT o
244 FHwRA

R R B L R AL R RS, 3T 4 B ) 5 X B
iR %, BARRIIN G A BRI, KHk
T 2R 2 A o R T B O R R G A R R A
HAEWER, EXNTIRZASRUATEZ. WA, £
BTN, Wit— N 5e £ W X et N WIF A 2 — a5 E,
WA K 2 B X HE (1) 24 S IR 7 RAR R AETT K A al s g

L IFR KBNS PR, BRI SR & 38 o AR R i B
— L TR TIORA R L

245 Rk h Huhbik

T X BsE 5 5 0 — e % TS fa (i 2e 8 . LR e R &
2y, PAE SR T X HesE R gl ol (I FEAF R E AT,
1 THE DAO i B8, H i XEHREERK RES, R
B LA SO X BB A, A O — N R R R,
BTN % R IR . A2 IXHEE 3.0 BPAX, XHEEs
HABSIEFIFE ARG A E MRS, XWRERTZ XA
M5
246 THEM

XEBEAE N —ANB AR, FLu0 R A S ik i SR A
PIFLE . B, A— M58 S E M R HATH, XL
AR X IR 57 7 A DGR o A DG 1R A 6 URD TR v L 55 o
WA, R AR G IR E P, JEAR A R 20 R AN 523,
T 7K DX e 7 2124 b It R b, IR HLAE RS
FINERT . WTE—FKBITHRREEMY, RENMETH
B 5 UG, XA ZESNEN,

3 RKRE

31 XBRERZEMKL

EFf ECrR IR M8, CEH IR S M HR
W9t . ERGHIT EER/ENE |, X HBErs 5 0 a 2 Jo ik
) R PR AR 0L, B VS BRI, RER WA &
FESERITERASE X g P S Il BB H 38, & sl gk
iR H. EXRER R ENE L, HeithE %8 LR
AT Yy B DX B EE O RE S AR 4 B R PX AN 18], I RFRR 1K hash

PR KA AN 2 B AT XRS5 DL 5 S IX R 88Y
e Tl T 2 X R P B ML R A, RERE RO ALY
i 2, IF HAa A ah Rl 55 BB B0k 55 #) a3 8] . ) T IX B
HEA G 2 axth, B BORM 2 I HR BT, DL Al &
SRR, XHUEEA B ) 2 PR AE —ACAE 7 A b SR 15 2
AL, TRIR % By T BORAE AW T2, X2 e it 2 Kk
i AT -
3.2 [XREEHERX

DX P+ 2 Tt 2 — N BE TR, R BOR
PAGRAN X BRBE() — LA M o EBRFRL Jr T, X BB
+AEPATHAEL(TEE) X Qe+ % FiR e Bl A RE 8 Bt — 20
Wi AR BUAE B35 755K, BB AATE o KRR BRI B N
AR AT PR (TEE) A7 A B 721, sl A ) 2 IR B 45
BoR, SLBEE v A TR W2 A MFRAATR K. TiEH
Bl ny CAZ 16147 T8 AR P 30, A K AR W 7 R
s BSOS R XU TE 0 58 I R i AR B, i [X Dl
AN e RE 8 LA IX — i IXHEEPIB M 2
RESEHLAE DA AL, [FIFERER L X ILBE R L A& Aig
EEOR, XHREE F AR RBEI N A semd, B2 5 1
BN, R R S HORBOR, Bl R ORI R .
DX R A+ R AT A5 2 B 0 X Kbl e EAT SR AT M AR, X
BREE IR (0 e B L R BARAF i A B L 28R T 5, 14
IRBE R RIR R BRI 40 B TR AE Rtk . 8k L #)ik—
SRR, XCEREET & BRI SUHH, IR T HE S ELR SUH 15t .
XCERBE+Z THR\ B A 0 7 S RE S AR R R FE AL AL A7 0 R
(7 I o A KT Pt B A7 T 0 = R e R I s R AA

B T XHEEAR & BT, SINEIan AT B AT A2
RIRSE IR B & = ER S 2 2| Bl , BRI RGEA &
BB A BB E AT o T HLHDO RSk bR OK o aE &
XF A TR IX PR U, HERE L AN & LASCHE,  RRXS
T IX B g A AR RE AR AR RS — KA. BAh, ot
TR R BOR B H AT AR A T S IR, ARkt —
5 B AT (VR AR ) 0 A2 0 2211

4 e “LERE K% mIIRETE

JBIE AT I T7 S R IILIX e Ty A B DL 24 R A
—HM, H 580K RIYEHSN SN E,
BRZ BTN XL RN SR BAR 2 T
MEEERUBIRASAESE L, RESARIEEIAE N, HIEAESRE
R AT GAR A FE T R B O U IR R AT SRR R
i AN A P RS RG, A Sk A R A il %
FRER — R AT R AL T, BT AR iZad f b 24 il 2
AR TN ARG A e 3%, & SRt N 4E 125 i R
AL VR HRUE IR, #2249, 2019 4, BRalifi +7E CCF
X Hedf Ko RIRH “LIBEVARE” 1 I B 7R R 50 2 (X Bt 1
EHARWMETRREBAT), “DIEEREE” B2 R A w3l
il R AEA LS XREER R, X I X B BT = T
PR o LA, Kz 2 N B2 R T, B
B SCBUA R BE R 5 2 (R AR RV, TSR, A in e
MEZE, RAEZRNE 6. ¥R E MM IR 2 AN T s
S T35 5 B R A MG A 3N 25 20 il — A I 0 B P 485,
3% b & Fh 24 b B85 7 2R (7T LA R AR G it B B X B
T B A LB RN AZ I R B . R B I 4% R T S BE R
SR RGP R AR R T AR IR, RAEN
R RS S 55 B R a2 e, I B P S B e AT



TR RAS fr vk, F:

Kbt BRI G B dk: & A5 5 40 £ % 9

b

FCIRALAEIF ) BIIRGE R AT VE AT, A AT IR e R e
R 37 P RS 24 AT SRS 5 L B b R A AT
PEAT AT L AR R FFHE A

T R AR E e e E (S B AL ‘

B R S e
% 5 EEEQREEEGERETIL AFREE
3 BTIRF
O]
5 i @
i e Lo et
. o J/a
v v '«g . 9
0‘“%0 o oo oo
WERG ELE S AL HERRS

Ko HARHELEE
Fig. 6 Overall framework diagram

IEFE B E R G E TR AR I 7 PR . fEE
TR, VR ARG 25 R R A SRR
EHER L, STIRPRE L AR P S b B I 2R AR 8L Y
WENMIEATH A . NI IRIE I E R R EaRE N & 2 A
FEACKER, X EHE S TR RN B Y S B )
1, HETARIA L HEIRANME R LR, Jrelny DU
UEAE P LR IREAAYE, AR Fedn HAhHI 25w . (ClE
Lo T DU DR R AR e O R RE A 20 AR R T
EHEPULSEIL A S, TR R BRAR I A . HLK,
FETE KRR GErh, A At R e LB, W
B J5 ST DI I A 0 B BB AT T4V 1) O B A
B Je SR> 22 4 HL v RN 24 ot TR B 24t 2 7
FEHER R

8 ABESATILE (B2E-HR) | AFAZBTHE,

/

BEERE

L]
®
L

o > L

SRS 7 =~ ST D D QU A
HETHNE

7 AP BRI AR
Fig. 7 Production supervision example flow chart

FESERRIE T A, DA A I B 11 8+ D9 2% 4%
AR T X PR A L T S BT A R 0 R AR AN AR,
FH Has 2L X P SR T IR A% Gt e A0 A B2 5 T S A7 A8 1) At
S, BEEAL. BAEE. REATE. BEMH
B T REWRRE (A, E Ak s S AR 4%
il WS Bt SEILA VEAL R RN EE 2 T, AN AR KRR
FRIALAG) T CRAE B8O 4 KRB TL0E, AT B R ANk /) 5] 26 23 1)
WP BUA IR IF A E R ) PR RL 1 s FLRTE R B B,
B W BRI AR T SR AT R S R I A I 2
ARV Wb SC S . FEMHES . GSPiFH %, Xtk
s 50 25 A iR R s ek FRN A TR L, AEA
T LABE o AT e B I SR AT s RS, X
Tax AP “LABEMREE” BORRZER, I ERE T I IR T T
ot s FEAL ) 5 IR A R AT A L e R R R, T
BETCVE g i) B BB o AR, BRI B Y A
FAGHE SCILZ AL SR R R . R AR AR A

DG O3

k7
£l
!

o

e

AR IEE . WELRAEE UL e s E LA
5 ZRiIE

IR Ie T XA 24 AL R EE I SR, FEXA%
GUEL PR R AN 24 R T MR, S AR 2 A e
bl RN =l c oy ) P W P2 5= L A BN \TK 2 T B W s 2]
r A LR 5 I X ERBE N 7 R AT T AL, R
I 24 i A3t S S DX HRBE R TR B 7S KBkl —— R4
FIE AR M55 a3 R vE . BRoRL P AN WP (AL A . Sicie
JRA, YA B e A VERNE S AT . X L
), R EAT BFE AU G X B PR R A e v X PR RS
BEROR . AIgniE XU, XEUEES MR R 1 Eh G DL 2 X
B NRENEEREIE . SA, P AFRL RS B ARAE
PERRI PR R, IR E . B RE, K
SCER I — PRI T2 LN BRI DUBEVRBE” ek, TEZE
M 25250 8 2 A0 1T e 5 U & AN R 4T
XHEE BN EE RS, W TSNS RGHE — W ihfE
P o JEZ AR TT LLSE I 22 4 s A EL R AR 0 MR ARG . RSk
A EIIZEEN, HABEEEBEREEARNT K. T
F K 24 R SR B 7 25 25 A AR A SR, AT 50 24 i P 24
s,
ot

Rt R £ &4 K+t %(% 5 : 2021YFB2700601), # &
B A B (% 5 : ZDKJ2020009). [E K & A4S A A (%
5 :62163011) A= s K F41F & 5 £ 4 KYQD(ZR)-21071 ¢
AR B KA LH

S -

[1] Justice C. Activities of the institutes comprising the United Nations
Crime Prevention and Criminal Justice Programme network [J].
Economic and Social Council: New York, NY, USA, 2003.

[2] Roxanne E, Lisa D K, George P W. Anticounterfeiting in the fashion and
luxury sectors: trends and strategies [J]. Anti-Counterfeiting—A Global
Guide, 2013.

[3] WHO | Growing threat from counterfeit medicines [J/OL]. Who. int,
2011, 88 (10-020410) . https://www. who. int/bulletin/volumes/88/4/10-
020410/en/. DOI: /entity/bulletin/volumes/88/4/10-020410/en/index.
html.

[4] Akunyili D. Fake and counterfeit drugs in the health sector: The role of
medical doctors [J]. Annals of Ibadan Postgraduate Medicine, 2004, 2 (2):
19-23.

[51 Mackey T K, Kohler J C, Savedoff W D, et al. The disease of corruption:
views on how to fight corruption to advance 21st century global health
goals [J]. BMC medicine, 2016, 14 (1): 1-16.

[6] Mackey T K, Liang B A. The global counterfeit drug trade: patient safety
and public health risks [J]. Journal of pharmaceutical sciences, 2011, 100
(11): 4571-4579.

[71 BICHELL R. Fake drugs are a major global problem, WHO Repo
rts [EB/OL]. (2019-12-29) [2022-11-26]. www. npr. org/sections/go
atsandsoda/2017/11/29/567229552/bad-drugs-are-a-major-globalproble
m-who-reports.

[8] Kovacs S, Hawes S E, Maley S N, et al. Technologies for detecti
ng falsified and substandard drugs in low and middle-income coun
tries [J]. PloS one, 2014, 9 (3): €90601.

[9] Zsu%BE¥E%HIHE [R/IOL)]. (2021-08-10) [2022-11-26]. https://



A
=
b
b
w»

R, ¥ RREBAKE DML A5

%40 5% 9 M

www. nmpa. gov. cn/directory/web/nmpa/images/1647590777320011
985. pdf. (Drug supervision and management statistical report [R/
OL]. (2021-08-10) [2022-11-26]. https://www. nmpa. gov. cn/direct
ory/web/nmpa/images/1647590777320011985. pdf)

[10] Welcome to the EAASM website [EB/OL]/ European Alliance for
Access to Safe Medicines. [2022-11-26]. https://eaasm. eu/en-gb/co
unterfeit-medicines.

[11] Mackey T K, Cuomo R, Guerra C, et al. After counterfeit Avasti
n®—what have we learned and what can be done? [J]. Nature Re
views Clinical Oncology, 2015, 12 (5): 302-308.

[12] Williams L, McKnight E. The real impact of counterfeit medicatio
ns [J]. US Pharmacists, 2014, 39 (6): 44-46.

[13] Metcalf D S, Bass J, Hooper M, et al. Blockchain in healthcare:
Innovations that empower patients, connect professionals and impr
ove care [M]. CRC Press, Taylor & Francis Group, 2019.

[14] Clark F. Rise in online pharmacies sees counterfeit drugs go glob
al [J]. The Lancet, 2015, 386 (10001): 1327-1328.

[15] GOSTIN L O. Countering the problem of falsified and substandar
d drugs. [M]. National Academies Press, 2013.

[16] Blackstone E A, Fuhr Jr J P, Pociask S. The health and economic
effects of counterfeit drugs [J]. American health & drug benefits,
2014, 7 (4): 216.

[17] it st B2y d Bai- [F 81 H] BEMA X EFAS-HA
H A7 L K& AL 3542 [EB/OL])/ www. logisticnet. com. tw. [2022-11-

26]. https://www. logisticnet. com. tw/publicationArticle. asp?id=39
9. (New Thinking of Pharmaceutical Supply Chain Management-
[Issue 81] Pharmaceutical Logistics X E-Commerce-Logistics Tech
nology & Strategy Magazine [EB/OL])/ www. logisticnet. com. tw.
[2022-11-26]. https://www. logisticnet. com. tw/publicationArticle. a
sp?id=399.)

[18] Ho W, Zheng T, Yildiz H, et al. Supply chain risk management:
a literature review [J]. International Journal of Production Researc
h, 2015, 53 (16): 5031-5069.

[19] A %. E&. tmit 4 Fitk, —HeumEE) [EB/OLY www. 163. ¢
om. (2021-03-10) [2022-11-26]. https://www. 163. com/dy/article/G
4ANGLK900514ES31. html. (NetEase. A drug company is warned f
or falsifying and fabricating production records! [EB/OL]/ www. 1
63. com. (2021-03-10) [2022-11-26].) https://www. 163. com/dy/arti
cle/GANGLK900514ES31. html.

[20] Nakamoto S. Bitcoin: A peer-to-peer electronic cash system [J]. D
ccentralized Business Review, 2008: 21260.

[21] Chaum D L. Computer Systems established, maintained and truste
d by mutually suspicious groups [M]. Electronics Research Labora
tory, University of California, 1979.

[22] Haber S, Stornetta W S. How to time-stamp a digital document
[C)// Conference on the Theory and Application of Cryptography.
Springer, Berlin, Heidelberg, 1990: 437-455.

[23] Bayer D, Haber S, Stornetta W S. Improving the efficiency and r
eliability of digital time-stamping [M]// Sequences Ii. Springer, Ne
w York, NY, 1993: 329-334.

[24] Szabo N. Bit gold [J]. Recuperado de https://nakamotoinstitute. org
/bit-gold/TVer pagina, 2005.

[25] Ethereum W. Ethereum Whitepaper [J]. Ethereum. URL: https://eth
ereum. org [accessed 2020-07-07] , 2014.

[26] Androulaki E, Barger A, Bortnikov V, er al. Hyperledger fabric: a

distributed operating system for permissioned blockchains [C]/ Pr
oceedings of the thirteenth EuroSys conference. 2018: 1-15.

[27] Omidian H, Omidi Y. Blockchain in pharmaceutical life cycle man
agement [J]. Drug Discovery Today, 2022.

[28] Zhang L, Ma Z, Ji X, et al. Blockchain: Application in the Syste
m of Teaching Informatization Management of Higher Education
[C]// 2020 3rd International Conference on Smart BlockChain (Sm
artBlock) . IEEE, 2020: 185-190.

[29] Hasan O, Brunie L, Bertino E. Preserving privacy of feedback pro
viders in decentralized reputation systems [J]. Computers & Securi
ty, 2012, 31 (7): 816-826.

[30] Johar S, Ahmad N, Asher W, er al. Research and applied perspec
tive to blockchain technology: A comprehensive survey [J]. Applie
d Sciences, 2021, 11 (14): 6252.

[31] Tang J. The Application of Blockchain in Sunshine Government A

ffairs: Student Allocation System As an Example [C]/ 2021 I

nternational Conference on Computer Technology and Media Conv
ergence Design (CTMCD) . IEEE, 2021: 183-186.

[32] Bodeis W, Corser G P. Blockchain Adoption, Implementation and
Integration in Healthcare Application Systems [C]// SoutheastCon
2021. IEEE, 2021: 1-3.

[33] Yue X, Wang H, Jin D, ef al. Healthcare data gateways: found he
althcare intelligence on blockchain with novel privacy risk control
[J]. Journal of medical systems, 2016, 40 (10): 1-8.

[34] Wang Q, Yin J, Qian P, et a/l. An Information Sharing Prototype
System of Ship Integrated Logistics Support Based on Blockchain
[C]// 2022 International Conference on Blockchain Technology and

Information Security (ICBCTIS) . IEEE, 2022: 13-15.

[35] Ullah N. Blockchain Technology in Smart Agriculture Environmen
t: A PLS-SEM [C]// 2021 International Conference on Electronic I
nformation Technology and Smart Agriculture (ICEITSA) . IEEE,
2021: 514-519.

[36] Liang X, An N, Li D, ef al. A Blockchain and ABAC Based Dat
a Access Control Scheme in Smart Grid [C]// 2022 International
Conference on Blockchain Technology and Information Security (I
CBCTIS) . IEEE, 2022: 52-55.

[37] Zhang Q, Xu T, Wang D, et al. Study of Traceability System of
Renewable Energy Power Trading Based on Blockchain Technolog
y [C]// 2022 International Conference on Blockchain Technology a
nd Information Security (ICBCTIS) . IEEE, 2022: 171-176.

[38] Makhdoom I, Abolhasan M, Abbas H, et al. Blockchain's adoption

in IoT: The challenges, and a way forward [J]. Journal of Netwo
rk and Computer Applications, 2019, 125: 251-279.

[39] Ali G, Ahmad N, Cao Y, et al. BCON: Blockchain based access
CONtrol across multiple conflict of interest domains [J]. Journal o
f Network and Computer Applications, 2019, 147: 102440.

[40] Hastig G M, Sodhi M M S. Blockchain for supply chain traceabil
ity: Business requirements and critical success factors [J]. Producti
on and Operations Management, 2020, 29 (4): 935-954.

[41] Paik M, Sharma A, Meacham A, et al. The case for SmartTrack
[C)// 2009 International Conference on Information and Communic
ation Technologies and Development (ICTD) . IEEE, 2009: 458-46
7.

[42] Ur Rehman S, Rasool R U, Ayub M S, et al. Reliable identificati

on of counterfeit medicine using camera equipped mobile phones



>

TR A

23

R vh, F: RREHARRDSEEE: &R 5

%40 5% 9 M

[C)// 8th International Conference on High-capacity Optical Netwo
rks and Emerging Technologies. IEEE, 2011: 273-279.

[43] Wazid M, Das A K, Khan M K, et al. Secure authentication sche

me for medicine anti-counterfeiting system in IoT environment [J].
IEEE Internet of Things Journal, 2017, 4 (5): 1634-1646.

[44] Tseng J H, Liao Y C, Chong B, et al. Governance on the drug s
upply chain via gcoin blockchain [J]. International journal of envir
onmental research and public health, 2018, 15 (6): 1055.

[45] Al Noman M A, Hossain M J, Kalimulla M M, et al. An Intellig
ent Application for Preventing the Counterfeit Medicines Through
a Distributed Blockchain [C]// 2021 3rd International Conference o
n Sustainable Technologies for Industry 4. 0 (STI) . IEEE, 2021:
1-6.

[46] Agrawal D, Minocha S, Namasudra S, et al. A robust drug recall
supply chain management system using hyperledger blockchain eco
system [J]. Computers in Biology and Medicine, 2022, 140: 10510
0.

[47] Sylim P, Liu F, Marcelo A, et al. Blockchain technology for dete
cting falsified and substandard drugs in distribution: pharmaceutica
1 supply chain intervention [J]. JMIR research protocols, 2018, 7
(9): el0163.

[48] Saxena N, Thomas I, Gope P, ef al. Pharmacrypt: Blockchain for
critical pharmaceutical industry to counterfeit drugs [J]. Computer,
2020, 53 (7): 29-44.

[49] Chien W, de Jesus J, Taylor B, et al. The last mile: DSCSA solu
tion through blockchain technology: drug tracking, tracing, and ver
ification at the last mile of the pharmaceutical supply chain with
BRUINchain [J]. Blockchain in Healthcare Today, 2020.

[50] Sinclair D, Shahriar H, Zhang C. Security requirement prototyping

with hyperledger composer for drug supply chain: a blockchain a
pplication [C]/ Proceedings of the 3rd International Conference on
Cryptography, Security and Privacy. 2019: 158-163.

[51] Jamil F, Hang L, Kim K H, er al. A novel medical blockchain m
odel for drug supply chain integrity management in a smart hospit
al [J]. Electronics, 2019, 8 (5): 505.

[52] Peng S, Hu X, Zhang J, et al. An cfficient double-layer blockchai
n method for vaccine production supervision [J]. IEEE transactions

on nanobioscience, 2020, 19 (3): 579-587.

[53] WIKIPEDIA CONTRIBUTORS. Internet of things [EB/OL]/ Wikip
edia. Wikimedia Foundation, 2019. https://en. wikipedia. org/wiki/l
nternet_of Things.

[54] Abbas K, Afaq M, Ahmed Khan T, et al. A blockchain and mach
ine learning-based drug supply chain management and recommenda
tion system for smart pharmaceutical industry [J]. Electronics, 202
0, 9 (5): 852.

[55] Singh R, Dwivedi A D, Srivastava G. Internet of things based blo
ckchain for temperature monitoring and counterfeit pharmaceutical
prevention [J]. Sensors, 2020, 20 (14): 3951.

[56] Liu X, Barenji A V, Li Z, et al. Blockchain-based smart tracking

and tracing platform for drug supply chain [J]. Computers & Indu
strial Engineering, 2021, 161: 107669-.

[57] iSolve [EB/OL]/ iSolve. [2022-11-26]. https://isolve. io/.

[58] Chronicled [EB/OL]/ www. chronicled. com. [2022-11-26]. https://
www. chronicled. com/.

[59] PHARMACEUTICAL TRACKING & DATA [EB/OL]/ FarmaTrust-
New. (2022) [2022-12-26]. https://www. farmatrust. com/copy-of-ph
armaceutical-tracking-dat.

[60] Redefine How You Track and Monitor Your Sensitive Goods [EB/
OL)/ www. modum. io. (2022) [2022-12-26]. https://www. modum.

io/.

[61] VeChain [EB/OL]/ www. veworld. com. (2022) [2022-12-26]. https:
/l'www. veworld. com/solution?item=s10.

[62] Team W. Waltonchain White PaperV2. 0 [J]. 2022

[63] B AE-TF. A3 “EH+RE3ki” R H & E [EB/OL) www. cn-healthe
are. com. (2019-02-17) [2022-12-26]. https://www. cn-healthcare. ¢
onvarticlewnm/20190217/content-1046110. html. (Gao Kangping. Glo
bal"Pharma+Blockchain"Project Inventory [EB/OL]/ www. cn-health
care. com. (2019-02-17) [2022-12-26]. https://www. cn-healthcare.
com/articlewm/20190217/content-1046110. html)

[64] Homepage [EB/OL]/ IMI Innovative Medicines Initiative. https://w
WW. imi. europa. eu/.

[65] CRUNCHBASE. Crunchbase [EB/OL]/ Crunchbase. (2019) . https:/
/www. crunchbase. com/.

[66] http://finance. sina. com. cn/blockchain/2019-11-21/doc-iihnzhfz0810
072. shtml

[67] World Health Organization. (2019) . Policy brief on traceability of

health products. https://www. who. int/medicines/regulation/traceabi
lity/70CT19draft-WHO-policy-brief-on-Traceability-of-Health-Product
s. pdf.

[68] Taylor P J, Dargahi T, Dehghantanha A, et al. A systematic literat
ure review of blockchain cyber security [J]. Digital Communicatio
ns and Networks, 2020, 6 (2): 147-156.

[69] Ou W, Huang S, Zheng J, et al. An overview on cross-chain: Me
chanism, platforms, challenges and advances [J]. Computer Networ
ks, 2022: 109378.

[70] 2 H, ZKek. ThHh#Rpst: H2 HKRXKE55% [J]. aahLs$ER,
2020, 46 (5): 831-846. (Yuan Yong Wang Feiyue. Editable
blockchain: Models, techniques and methods [J]. Journal of
Automation, 2020, 46 (5): 831-846.)

[711 Q. Ren, H. Liu, Y. Li, and H. Lei, Demo: Cloak: A Framework
For Development of Confifidential Blockchain Smart Contracts, IE
EE Xplore, Jul. 01, 2021.

[72] B. Wang et al. , BLOCKEYE: Hunting for DeFi Attacks on Bloc
kchain, IEEE Xplore, May 01, 2021.

[73] TR, BB K it XM RS K ey B EHEK [J]. AFPEA,
2019 (22): 3. (Chen Chun. Key technologies of federated blockch
ain and regulatory challenges of blockchain [J]. Science China Ma
n, 2019 (22): 3. s)



