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Abstract: IoT devices are widely distributed, numerous and complex, which are involved in multiple management
domains. They are often in uncontrollable environments and are more vulnerable to attacks than traditional Internet
terminals, security management and protection of which face greater risks and challenges. As the "first line of defense"
for the security protection of IoT devices, authentication plays an irreplaceable and important role in the development
of IoT security. However, authentication mechanisms and solutions based on traditional technologies are no longer
effectively applicable to the cross-domain authentication business scenarios of [oT devices. The blockchain technol-
ogy has the characteristics and advantages of decentralization, distribution, immutability, and traceability. And thus,
it can effectively realize the cross-domain authentication requirements of IoT devices, solve the single-point trust
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failure of trusted third parties and satisfy the principle of least authorization for multi-domain heterogeneity in IoT
authentication. Using the blockchain technology is an important trend in the future development of the IoT device
cross-domain authentication. In view of this, this paper summarizes the main research achievements of IoT device
cross-domain authentication based on blockchain technology in recent years, and then analyzes the technical charac-
teristics, advantages and disadvantages of each output and scheme. On this basis, the current problems and issues in
the field of cross-domain authentication of IoT devices are summarized, and the future research directions and devel-
opment suggestions for the cross-domain authentication of IoT devices are given, so as to achieve a general and overall
grasp of the research progress and development trend of the IoT device cross-domain authentication schemes based
on blockchain technology. At the same time, it is also hoped that these summary results can help practitioners and
researchers quickly grasp the research progress in related fields, acquire relevant application methods and knowledge,

and lay the groundwork and reserve for conducting in-depth research in the future.
Key words: Internet of things; cross-domain authentication; block chain; authentication
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Fig.1 Requirements of cross-domain authentication between multiple trust domains
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Table 1 Comparative analysis of authentication
schemes based on PKI/CA technology
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( Authentication Agent Server, AAS ) 2 [H] 4l Zf¥)
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Table 2 Comparative analysis of authentication
schemes based on IBS/IBC technology
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Table 3 Comparative analysis of authentication
schemes based on Token technology
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Table 4 Comparative analysis of authentication

schemes based on cross-chain technology in common
scenarios
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